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What we prioritize

3I Preparation

What we planned

availability progressive
• HiNet DNS serves 3M+ users

( and we answer calls )
• HiNet DNS is a national CII

( Critical Information Infra. )

• to limit the risk of SERVFAIL
• to avoid massive complaint at once

edu.tw
‐ better technical readiness 

( academic background )
‐ manageable number of domains

( vs. com.tw for example )



ISC BIND DNSSEC Guide
https://ftp.eenet.ee/pub/isc/dnssec-guide/html/dnssec-guide.html#trust-anchors

before the root zone 

was signed (prior to 

the year 2010), some 

validating resolvers 

that wish to validate 

domain names in 

the .gov zone needed to 

obtain and install the 

key for .gov. 

“

”

There's no parent zone 

for root ... each 

validating resolver 

would only have to 

trust one entity, that 

is the root name 

server. The validating 

resolver would already 

have the root key on 

file.

“

”

How CHT Progressively Activate (DNSSEC Validation) 
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https://ftp.eenet.ee/pub/isc/dnssec-guide/html/dnssec-guide.html#trust-anchors


How CHT Progressively Activate (DNSSEC Validation) 
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Pre-assessment execute monitor
(nervously)

• rollback plan
• deploy in batches

Process

• “manageable” domain count
‐ traverse lookup possible

• as few 
[known DNSSEC-SERVFAIL-to-be] 
as possible

• periodical lookup
( selected target )

• alert if SERVFAIL



AD bit

AD bitAD bit

AD bit

edu.tw

com.tw

How CHT Progressively Activate (DNSSEC Validation) 
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Technical Issues

7IVFuture

Practical Issues

availability threat Cost
• amplification attack

( mitigation other than RRL? )

• more complexity

• more and better servers
( therefore more investments )

• maintenance efforts
‐ trouble shooting

(expired or missing RRSIG, 
inconsistent DS …)

‐ explaining
(where the problem is & 
who should be responsible)

‐ monitoring



Plans & Suggestions (about the “progressive activation”)

takes
• monitoring
• notifying? (by TWNIC?)

(           )

(trusted) key management

8IVFuture
as for domains other than “edu.tw”…



Thank You



Plans & Suggestions (about security threat)

...

;; MSG SIZE  rcvd: 4016

126 byte

422 byte (+dnssec, magnified)

“amplification attack”
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domain
delegated

Client registrar

xxx.tw

Authoritative 
Name Server

DNS Resolver

✓ Accept DS、NS settings✓ keep strengthening
• hardware capacity and performance
• software tuning
• Defense in Depth

( DNSSEC validation )
✓ technically ready
✓ progressive activation

✓ explain
• Why

( benefit )
• What

( impacts, must-do’s )
• How

( SOP )

✓ customer service
• ticketing system
• ( consultant )

Effort has been made

( DNSSEC signing )
✓ technically ready
✓ DNS hosting 

service
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