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Agenda

Preparation Process Status Quo Future
Considerations? How to avoid « summarized with « technical issues
Preference? « service unavailability screenshots « practical issues

« customer complaints



What we prioritize

availability

e HiNet DNS serves 3M+ users

( and we answer calls )
 HiNet DNS is a national ClI
( Critical Information Infra. )

What we planned

progressive

* to limit the risk of SERVFAIL
* to avoid massive complaint at once

edu.tw

- better technical readiness
( academic background )

- manageable number of domains
( vs. com.tw for example )



How CHT Progressively Activate (onssec vaiigation)
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How CHT Progressively Activate (onssec vaiigation)

Pre-assessment m) execute m)p monitor
(nervously)

* “manageable” domain count * rollback plan e periodical lookup
- traverse lookup possible * deploy in batches ( selected target )
* alert if SERVFAIL
e asfew
[known DNSSEC-SERVFAIL-to-be] 168.95.1.1
as possible
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How CHT Progressively Activate (onssec vaiigation)

NOERROR, 1d:
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Technical Issues Practical Issues

availability threat Cost

* amplification attack  more and better servers
( mitigation other than RRL? ) ( therefore more investments )
* maintenance efforts
* more complexity !/"‘ - trouble shooting
( DNSSEC validation outcomes \ _(explre_d or mISSIng RRSIG_t"Ie &
inconsistent DS ...) cred!
Sec‘ure Insecure Boéus ° o readable
@ %, o - explaining \_/7 3rd party chec|:
: . too
R (where the problem is &
data tampering setup or maintenance .
| I who should be responsible)
ren i RGPl RN - monitoring

(NSEC, RRSIG , DNSKEY ) j




Pla NS & SuggeStiOnS (about the “progressive activation”)
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* monitoring
* notifying? (by TWNIC?)

as for domains other than “edu.tw”...
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Thank You



Plans & Suggestions (vout security threat)
“amplification attack”
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Jsers\FI Lin>dit .1 fjlin.tw soa

o <> DiG 9.12.3-P1 <> @168.95.1.1 fjlin.tw soa
r found)
s: +cmd

9600 3600

WIEN: Mon Sep 14
IZE  revd: 1

126 byte

Users\FJ] Lin>dig ( 1.1 fjlin.tw soa +dnssec

;<> DIG 9.12.3-Pl <> @168.95.1.1 fjlin.tw soa +dnssec

Y, status )
, ANSWER: 2, ¢

422 byte (+dnssec, magnified)



Effort has been made
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Client DNS Resolver Authoritative registrar

Name Server

v explain v' keep strengthening v Accept DS ~ NS settlngs
« Why « hardware capacity and performance (3 2797 wiNotxsun -
( benefit) « software tuning
« What « Defense in Depth E—
(impacts, must-do’s) C o - r—
« How
(SOP) ( DNSSEC validation) ( DNSSEC signing)
v technically ready v technically ready —
v’ customer service v’ progressive activation v DNS hosting
- ticketing system service

« (consultant)
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