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Quadl01 brief

» |P:101.101.101.101, 101.102.103.104

e Physical Location: TWIX (HiNet), TANet and
Google Cloud

e Service: DoT (DNS over TLS), DoH (DNS
over HTTPS) and Do53 (traditional DNS)

e DNSSEC validation is enabled

o Block C2 server, Malware and Phishing
Domain name
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Quadl101 current traffic
e 10,000~20,000 QPS
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e Growth rate: 100% YOY

20.0 k T

15.0 k

Green: Query

Blue: Response 10.0 k

9.0 k

Pktz per zecond

0.0k
Oct MWow Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct How

4




Quad101 DNS service type distribution

o Last year DoH accounts for 7% of all DNS traffic
(DoT is 13%), but now
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Where are DoH users come from?
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Where are DoT users come from?

Other
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Why China users use Quadl01l DoH/DoT

e China start to build Great Firewall on DNS
resolution in some area
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Where are Do53 users come from?
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Quadl01 issues

e DDOS
o It is the biggest issue to Quadl01 this year

e Maintenance cost
o Double a year for bandwidth and servers
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The new location

e We bring IP 101.102.103.104 to cloud,
similar BGP anycast to provide service for
foreign users
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Where is the bad traffic come from?
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Conclusion

o Encrypted DNS is not only for privacy, it
can be used to bypass China's Great
Firewall, which shows that there will be
more and more users from China in the
future

o We need more solutions to against DDoS
to provide DNS availability
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