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About JPCERT/CC()

M Foundation: October 1996
Japan Computer Emergency Response Team / Coordination Center

M An independent(non-governmental), not-
for-profit organization

—Working for internet security
" incident response
* network monitoring
= vulnerability coordination

M Constituency: internet users in Japan
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CVD
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4

CVD - What is 1t?

"Coordinated Vulnerability Disclosure (CVD) is the process of gathering
iInformation from vulnerability finders, coordinating the sharing of that
iInformation between relevant stakeholders, and disclosing the existence
of software vulnerabilities and their mitigations to various stakeholders
including the public. “

The CERT Guide to Coordinated Vulnerability Disclosure *Abstract*
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=503330

Copyright ©2022 JPCERT/CC All rights reserved.
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Why CVD?
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Researcher finds a vulnerability

Researcher/finder

Vul information is reported to appropriate stakeholders

N
=

4

Vendor

Vul information is sold to black market

Vul information published without mitigation

o T

Supplier

Patch/update is created

Attacker obtains the Vul information and

Attacker Conducts attacks
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Vulnerabilities are exploited in the wild

https://www.welivesecurity.com/2021/03/10/exchange-servers-
under-siege-10-apt-groups/

Exchange servers
under siege from at
least 10 APT groups

.

- Ponll " Bl 1

- Pre-authentication remote code execution (RCE) vulnerability chain
- Reported on 2021-01-05, but in-the-wild exploitation had already

started prior on 2021-01-03

11 Copyright ©2022 JPCERT/CC All rights reserved.
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Various costs resulting from vulnerabilities

M Cost for Developers M Cost for Users
—product design review —applying updates
—development and distribution —responding to attacks
of security updates —security measures

—customer support

—media support | B Cost for Society
—impact on stock price —attacks to critical
infrastructures

—impact on supply chain

They need to be gathered, coordinated, and disclosed properly
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Why do we remediate vulnerabilities?

Vulnerabilities raise various risks to
- USers
- vendors
- soclety

We want to reduce these risks
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CVD 3 basic elements

M 1. Gathering
- Must be able to receive Vul information, when found
- Display contact information, policy..
Hl 2. Coordinating
- Connect with the appropriate stakeholders
- Communicate/negotiate for the fix, disclosure, etc..
M 3. Disclosing
- When the time comes, let the users know
- Coordination often continues after disclosure

Copyright ©2022 JPCERT/CC All rights reserved.
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JPCERT/CC CVD

M Vulnerability Coordination
—Handling private reports and public information
—Analysis
— Coordination with vendors
— and with other stakeholders when necessary
—Publishing on JVN (https://jvn.jp/, https://jvn.jp/en/)
—Assigning CVE, CWE, CVSS

(https://www.jpcert.or.jp/english/vh/2018/20180330-vulpolicy.pdf)

[JPCERT/CC Vulnerability Coordination and Disclosure Policy ]
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https://jvn.jp/
https://jvn.jp/en/
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JVN (Japan Vulnerability Notes)

https://jvn.jp/en/

https://jvn.jp/en/jp/JVN29739718/

e custcrn ol “lastosctions” is psietoal (02104~ 14) ‘3 . b
Recent Valnerability Notes Pahlisead 20009 Lt Upelatet 20010460
o JVN#29739718
JVNVUS9215714: Mubtiple vulne]
Multiple vulnerabilities in Aterm WFI1200CR, Aterm WG1200CR, Aterm
JVNVURX2T4525 Muhiple Baltal WG2600HS, and Aterm WX3000HP
JVN#35240327 WardPress phug
§ Overview
JVNI9T434260: Hot Pepper Gey
Aterm WFI200CR, Arerm WG IX0CR, Aterm WG2600HS, and Arerm WXSOO0OHP provided by NEC
JYNESSEI0T oo ; : P
Yeppy Corporation contain multiple valnerabilities « Info tion
JVNYUA93491927- Musdtigle |
17:30] Products Affected JPCERT Alent
IVNYURS 009588 Moy « Aterm WF1200CR firmware Ver1 3.2 and esrlier JPCERT Reports
2021 10:00)
« Aterm WGI200CR firmware Verl 3.3 und carfier CERT Advisory
Sakder i e « Aterm WG2600HS firmware Ver] 5.1 and earlier
CPNI Advisory
JVNYUSSTHEDS6 Multiple vulner o Aterm WX000HP firmware Verl, | 2 and carfier
. TRnotes
JVNVUNIBROTA915: Trend Micro iy
15:30) CVE CVE-2021-20708
Description
Al ncnindc: Curansi APPS |  Arerm WF1200CR, Atorm WG 1200CR, Aterm WG2600HS, and Aterm WX3000HP peovided by NEC CVE-2021-20709
JVN#297319718 Multiple vulned] Corporation contain multiple valnerabilities listed below, CVE-2021-20710

Aterm WFI2BCR, Aterm WG IZ00CR, und Aterm WG2600HS CVE-2021-20711

CVE-2021-20712

+ OS Command Injection (CWE-7¥) - CVE-2021-20708
CVSS v3 CVSSA WAV AACL/PRHUENS UNCHEH/AH Base Score: 6.8

JVN iPedia JVNDR-2021-000030
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Global CVD Ecosystem still in development

B Many stakeholders are involved
(mostly from the western world)

Finding/Reporting
- Researchers
Gathering/Coordinating/Disclosing
- Vendors/Developers

- CERT organizations
- Government organizations

Providing service/platform
- Bug bounty services

B Global cooperation is essential

- components from several different
parts of the world included in a product

- more engagement from other regions
needed

17 Copyright ©2022 JPCERT/CC All rights reserved.
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JVN (Japan Vulnerability Notes)
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Vulnerability identifier

M Identifies vulnerabilities
M Allows us to speak the same “language” and communicate
M Connection between the CVD stakeholders

/ Other Information \

JPCERT Alas
TPCERT Reports
CERT Advisory

CPNI Advisory

I'Rnotes
CVE CVE-2021-20708
/ CVE-2021-20709
CVE-2021-20710
CVE-2021-20711
CVE-2021-20712

IVN Pedia JIVNDR.Z

e

_—/
'—w—r) B
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Different orgs, different IDs

https://jvn.jp/vu/JVNVU94736763/ https://kb.cert.org/vuls/id/257161

‘g ‘m. ‘. Home » Notes » VU#257161

Treck #AMRHT 2 IP 24 v 7 ICREHORSBUENFELET.

CVE CVE-2020-11896
CVE-2020-11897

ﬁvazozm 1898

CVE-2020-11899

CVIF-2020.11550

CVE-2020-11901

Other Infarmation

CVE-2020.0554 CVE- 20200595 CVE- 20200557 LVL ‘(.‘2{! 11896 CVE-2020.11897
CVE-2020-11898 CVE 2024009 CVerionoss
CVE-2020-11 E- .\'120 1503 CVE-2020-1 \90& CVE-208mQ

F1906 CVE-2020-11507 CVE- 20201 1908 CVE- 202011996

CVE-2020-11902 CVE-2020-N1910 CVE-2020-11911 CVE-2020-11912 CVE-2020-11925
CVE-2020-11875 CVE-2020-8674

CVE-2020-11903
MVE-2N2N-11aN4
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https://kb.cert.org/vuls/id/257161
https://jvn.jp/vu/JVNVU94736763/

CVE Program

B Mission:

"Identify, define, and catalog publicly
disclosed cybersecurity vulnerabilities.”

B Founded in 1999
B Volunteer-based

M Currently 221 CNAs from Asia
Pacific, Europe, North/South
America, Middle East..

Australa: 2 Denmark: 1 Latva 1 South Korea: 4
Austna 1 Estonia’ 1 Natherancs: 4 Spain: 4
Balglum: 1 Finlang: 3 New Zasland: 1 Swedan: 2
Canada 5 France: 3 Norway: 1 Switzerand: 6
Chile: 1 Germany: 9 Romarsa: 1 Taswan: &
China: 9 ndia: 4 Russia- 2 Turkoy: 3
Colombia: 1 roland: 1 Singapare: 1 UK 8

Czech Repuic Israel 4 Slovak USA: 117

! Japan: 8 Republic: 1 Vissnam: 1

https://www.cve.org/ProgramOrganization/CNAs

22 Copyright ©2022 JPCERT/CC All rights reserved.
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CNA & Root

BCNA
- Assigns CVE IDs (to vuls found within its scope)

- To become a CNA, needs VDP, Advisory location, etc.
prepared

W Root
- Recruits, creates, and manages CNAs
- Currently 5 Roots
(MITRE, CISA ICS, INCIBE, Google, and JPCERT/CC)

23 Copyright ©2022 JPCERT/CC All rights reserved.
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JPCERT/CC as a Root (1)

B CNA recruitments (prospects are
found from our CVD activities)

B CVE handling training
B Material localization

M Holds conference “CNA Talk”,
inviting scope CNAs.

Copyright ©2022 JPCERT/CC All rights reserved. Hoshihis Saalin)

CNA Onboarding

Please review the following documents in the order that they appear.

Vigecs are located on the CVE Program Channel on YouTube. PowerPoint slides are avaiable in English,
Japanese, and Spanish, excapt for “CVE Record GitHub Submissions,” which |s only avallabée in English

and Spanish
Title Description Slides Video
CVE Program Overview An mtroduction 10 the CVE Program, including  English [ + ]
whit is CVE, goals of the program, who Japanese
cperates tho program, and program Spanish
organization
Becoming a CNA An introduction 10 becoming a CVE English D

Numbering Authorily (CNA) with an ovendew Japanese
of what defines a CNA, how the CVE Program  Spanish
@ organized, how 1o organize your CNA

program, how o define the scoge of what you

will cover, intemal CNA processas, CNA

resources, and ways 1o get involvad in the

CNA communaty

| https://www.cve.org/ResourcesSupport/Resources#cnaOnboarding |
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JPCERT/CC as a Root (2

B CNAs

— LINE, Mitsubishi, NEC, Toshiba,
Panasonic

https://blogs.jpcert.or.jp/en/2020/12/cna-2cna.html Product Security

https://linecorp.com/en/security/article/353
LINE

https://www.mitsubishielectric.com/en/psirt .. ... i srerss e

Initiatives
Regarding

JPCERT/CC Eyes

Ty AL of Doar 3 T vy ot T o Yy A seen sotod am Clide

. o8 3 o 4

CNA activity report - 2 organizations
from Japan newly added as CNAs

o= O

Today cn Dcertu 4 IS MaocOcoan TGing ww CVAK IEVE Nardemry Auomy| wers s rare The MTRE
Comwnen ot 7 wowsbery o S

The WTPE Commrume

LA ot s
M teerd ey o Conomrwrr

ot B it | ol a0 EVI (Lo

VA b 4 M g ST s s i s, o ) el (. A s W e e Al d
Pt . Axn CHA SCINTG g DVE S 0 reowied

https://jpn.nec.com/security-info/cna_announce_en.html

NEC 2

KEC Corporwton has become » ONA (CVE Numberning Acthority|

S St W R s V. 2 0Y

https://holdings.panasonic/global/corporate/product-security/psirt/policy.html

{10) CVE Numbering Authority (CNA)

As of Decemnber 1, 2021, Panasonic PSIRT has become o CVE Numbering Authorty (CNA L. As a CNA, Panasanic PRIRT wil
ussgn CVE 1D 10 vulnerabiities found in Panasanic products. For Panasonic products reparted with vuinerabiities, we wil assign

CVE 1Ds ang discdose ham In & Smedy mannes 30 protect the securty and safaty of our procucts and cusiomerns
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https://blogs.jpcert.or.jp/en/2020/12/cna-2cna.html
https://linecorp.com/en/security/article/353
https://www.mitsubishielectric.com/en/psirt/
https://jpn.nec.com/security-info/cna_announce_en.html
https://holdings.panasonic/jp/corporate/product-security/psirt/policy.html

JPCERT/CC as a Root @)

M JPCERT/CC Root scope
- Currently "Japan Organizations”
- Expanding to Asia-Pacific region

Partner Program Organization Country*
Role Type
JPCERT/CC Root Scope: Japan organizations Root, National and Japan
CNA Scope: Vulnerability assignment ~ CNA Industry
related to its vulnerability coordination CERTs
role

https://www.cve.org/Partnerinformation/ListofPartners
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Summary
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Summary

B CVD is the process of reducing the risks to the users and the society
M 3 basic elements of CVD:
— Gathering, Coordinating, and Disclosing of Vulnerability information

B Components from many different countries/regions included in
products — global engagement is essential

M We would like you to:
- think what your CVD role is
- know who your stakeholders are
- consider becoming a CNA in the future
- contact us if anything (questions, comments, ...)
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Contact

JPCERT/CC Early Warning Group

(Vulnerability Coordination)
— Email : vuls@jpcert.or.ip

tomotaka.itou@jpcert.or.jp
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Thank you! \\

i S PCERT CC °
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