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B Internet Peering Landscape in Taiwan NEHL /

> Taiwan’s Strategic Role in the Asia-Pacific Region
* Positioned as a key hub in the global digital economy
 Connected by multiple international submarine cables (e.g., APG,
SMW?3, FASTER, TPE).
 Well-developed telecom market with active participation from ISPs and
OTT players.

» Current Interconnection Methods in Taiwan
* ISP-to-ISP Interconnection: Domestic traffic exchange.

* Public Peering (via IX): Efficient routing and cost-sharing through
shared exchange points. + + .+ o+

* Private Peering: Dedicated links between ISPs and content providers- - - - - - .

........

for high-performance needs + L

» Impact on Network Performance o
* Influences routing decisions, bandwidth efficiency, and Quality of =0
Service (QoS).




B Peering Models and Trends in Taiwan @

Three Main Interconnection Models:

1. Transit via Upstream Providers
 Smaller ISPs rely on larger Tier 1/2 providers.
* Simple but costly with higher latency.

2. |IP Peering
 Public Peering: Through IXes like FOX and TWIX using BGP.

* Private Peering: Direct connections between major ISPs and content
providers. y o+ 4+ o+

3. CDN Direct Interconnection
S

e Major CDN providers (e.g., Google, Netflix, Facebook) deplo} edgé ~~~+ -

servers in Taiwan. U000
* Enhances user experience by reducing latency and international oo

transit cost.




mmm About NCHC @

/
National Center for High-performance Computing (NCHC)

NCHC is Taiwan's primary facility for high performance computing (HPC) with
missions to provide services for large-scale computational science and engineering, Al,
visualization and virtual reality, data storage, networking, and HPC training.

NCHC is also responsible for the operation of the 100 Gbit/s
Taiwan Advanced Research and Education Network
(TWAREN), the national education and research network of
Taiwan.

In addition to providing HPC services, NCHC also develops
HPC-related technologies that support Taiwan’s academia
and industry with software platforms, advanced research an{&®
application development, and professional training. |
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B Formosa Open eXchange ; FOX @

> A neutral, non-for-profit network exchange center

> Funded by DIGI+ Program (Digital Nation and Innovative Economic Development
Program )

> Established in March 2022,
> Jan 2023 begin normal operation
> Members : 16 +

> Main Mission

 Enhancing the efficiency and resilience
of public service network transmission ety

i . =3¢k AlcE
* Contributing to a robust and sustainable Ny

domestic internet ecosystem.




mmm FOX PoPs Y,
> Three main POPs

 located in Hsinchu, Taichung, and Tainan, -
interconnected by the TWAREN VPLS Hsinch ’ﬁ
» Resilient Network Architecture: Three sites ‘
serve as mutual backups for each other Taichun v
g ‘
> Satellite site n
~, A « located in Chief
: Taipel enhances +
interconnection and Taina  QAAV AN
collaboration among " SRR
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International telecom &

Local ISP
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B FFOX Peering Policy NEur )

> Neutral and Strategic Peering Platform

« Operates as a neutral Internet Exchange Point (1X), not intervening in
members’ peering decisions

* Focuses on enabling strategic interconnection, especially for public
service networks:

«/ GSN, TANet, ASNet, and TWAREN https://www.peeringdb.com/ix/400¢€

> Industry and Academic Collaboration &, . .
* Open to industry and research institutions
> Operational Model and Transparency gz

* No provide transit services
« Charges based on port speed, not traffic

[ Search here for a network, [X, or facility. ]
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* Join MARNS IXP for

International security
compliance.

 Conduct periodic vulnerabilit
P A System + Use IRR/RPKI filtering to

scans and patches _ ¢ BGP hiiacki
« Deploy Firewall and CDN for Secu rlty PIEVEN YEEHTs
« Filter Bogon routes and

enhanced securit
4 restrict advertisements. I
Network

. Enat?lg CPUIDIII\DAegnpry protection Security / * Implement Cyber
to mitigate DDos Impacts. Monitoring for real-time

* Deploy DDoS detection and traffic analysis.

mitigation via BGP FlowSpec. - Establish HA system with
* Implement MAC filtering for redundancy.
SEEE EREEIOTS Build a High-Security, « Conduct periodic BCP drills

Resilient IXP for stability

 Enable OTP authentication for
secure logins

v



mmm (onclusion and Future Work NGQ )

> Summary

» explored Taiwan’s current interconnection landscape - used FOX IX as a
case

« Comparisons with AMS-1X, SGIX, and JPIX show that Talwan has room to
grow in ISP collaboration, infrastructure support, and regional
ecosystem development.

> Future Work

« Explore SDN and Al in interconnection. N
* Analyze IPv6 transition impacts to align with global trends.
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